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3 Underlay B2/B4/Jupiter/Andromeda

Cloud BGP Peer and RPKI

= Cloud Global Network and Interconnect

BGP Peering and RPKI

Summary

o Many Cloud Innovations
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A snapshot

Google innovations in networking
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Google Network: Architect Overview

Software Defined from the Inside Out
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Cloud Connect/BGP Peering
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Google Global Network
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Connecting to Google Cloud

) Google Cloud

VPC I clos
(W]
- - VPN
N IPsec VPN
° (]
—= = Leased-line data center —
" inn - o I Dedicated
Interconnect server
U
\ - -
I\ Direct A4 ~
API SerVICGS N Peering gateway
—_— (= |
direct connection I
A Vision A App L [
N ap | W9 Engine
storage
> Partner
I I cioud BigQuery -.I.- Interconnect L d-li
| | Storage easea-line
N\ Carrier
Google Workspace D

. On-prem
" through partner network

Google Cloud



Google Cloud Interconnect
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Network setup for high availability

99.99% Availability from four
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BGP Hijack/Leak Outage
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Google Peering, A better Internet for cloud

Google filters correct
advertisements from Peers

e The Internet remains key to
Cloud customers

e Resilience of Internet routing
needs to get better R \
e Enhanced monitoring and Peer fails to fiter
filterin Peer-locked / IRR hijack
€ g filters Peer B
e Active community role @ \ ‘
Advertises peer A

(MANRS, Peer Lock)
prefixes

o RP KI Advertises Google's

prefixes - wrongly
Peer Peer
0 S GTE Customer



Route filtering — validate all incoming routes

Multiple filtering mechanisms to address different kinds of BGP hijacks

Filtering based on routing data in public Internet Routing Registries (IRRs)

e filtering on allowed peer announcements (based on AS-SET expansion)
e challenge: IRR has high coverage, but data can be stale, invalid, contradictory
e rolled out widely across most ISP peering sessions in reject mode

Route origin validation (ROV) based on RPKI
e filtering on allowed origin (prevents many misconfiguration hijacks)
e challenge: lower coverage, e.g., < 40% IPv4 space is registered
e active filtering in pilot - targeted for rollout to most peering sessions

Google Cloud
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IRR-based route filtering

How IRR filtering works in Google:

e collect and process public routing data (IRRs, peeringDB)
o currently pull from ~25 IRRs

e build per-ASN allow-list of routes peers are expected to
advertise
o check for high traffic impact for any single ASN
o check for connectivity via alternative routes

e rollout allow-lists on peering edge devices

e treat any received route that does not match the allow-list as
invalid

o depref: send traffic over alternate/transit routes (serves as
grace period to update routing data)

o reject: drop route (traffic must take alternate path)

Considerations
° subject to IRR data availability / accuracy
° need to consider filter scale on routers

e  weekly rollout schedule for updated filters

public IRR databases

external ISP

routing objects

display filter data to
peers for review/fix

ISP

route filter

generation @

portal

Google Cloud
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RPKI origin validation

RPKI trust anchors

e Validators monitor routes at peering edge
e Validate routes against current RPKI cache

e Forinvalid routes, initiate filter installation on

RP replicas ) )
Correspondlng sessions

replicated RPKI cache retrieves

Safety/operational mechanisms:
latest VRPs from RP replicas

e RPKI cache: fail-static if large changes
detected from RPs
e Overrides via local RPKI additions

validator collects updated ROA
table from load balanced RPKI
cache replicas

automated
filter workflow
route listeners

sw/hw peering devices

validator validator | | validator

Google Cloud
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Google Peering, RPKI, Very easy to fake
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Google Peering, RPKI with Peer Lock
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Protection at Planetary Scale
Google mitigated the largest DDoS attacks in the world
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Multiple solutions required

T Y & 0%

Validate received Detect disruptions in Accelerate progress
route announcements the Internet via collaborations

Publish route intent

e Register Google/GCP e Work with peers and e Deploy first- and e Leverage MANRS as a

routes in public registries

Enables other networks to
validate Google routes

Prevents propagation of
hijacks; protects
connectivity to Google

customers to properly
register routes

Deploy filtering systems to
accept only valid routes

Prevents accepting bogus
routes; protects
connectivity from
Google/GCP

third-party monitoring
systems to alert on hijacks
in external networks

Proactively mitigate when
significant problems are
detected

Reduces repair time, but
often depends on actions
by external networks

collaboration vehicle

e Work with other providers
to align on common
solutions and policies

e Share experience and
information via MANRS
forums

Google Cloud
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